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We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

sudo, the first time you use it
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Users

the label every process runs under
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What IS a User? <4 000000000000 00 P

8 for the kernel, a user is just a number: the UID

« auser has a name for humans, alice, (o) (&)
and a number for the kernel, the UID users person person

(User D), 1060
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What IS a User? < ©00000000000000 P>

8 for the kernel, a user is just a number: the UID

« auser has a name for humans, alice, (o) (&) @
and a number for the kernel, the UID users person person service

(User ID), 1600

- not only people: each service has its own
user, www-data is UID 33
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What IS a Usel‘? <4 000000000000000 P>

8 for the kernel, a user is just a number: the UID

« auser has a name for humans, alice, (o) (&) (]
and a number for the kernel, the UID users person person service

(User ID), 1000 a'Lice (UID 1000 bob UID (UID 1001) data

- not only people: each service has its own
user, www-data is UID 33 processes

% bash | ‘ -3 bash | ‘ -3 nglnx

alice GIETID Y Ui 1061 )

. every process carries the UID of its user,
as a label, all its life
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What IS a Usel‘? <4 000000000000000 P>

8 for the kernel, a user is just a number: the UID

« auser has a name for humans, alice, (o) (&) @
and a number for the kernel, the UID users person Pe“"“ service

(User ID), 1600

- not only people: each service has its own + bash ‘ & bash | ‘

2 nglnx

user, www-data is UID 33 processes
alice GIETID Y Ui 1061 )

. every process carries the UID of its user, \|/ fork
as a label, all its life

i firefox
« a child inherits the UID: firefox,
started by alice’s bash, also has UID
1000
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What IS a Usel‘? 4 000000000000000 P>

9 for the kernel, a user is just a number: the UID

« auser has a name for humans, alice, (o) (&) @
and a number for the kernel, the UID users person p”‘“““ service

(User ID), 1600

- not only people: each service has its own + bash R bash ) nglnx
user, www-data is UID 33 processes
alice GIETID Y Ui 1061 )
. every process carries the UID of its user, l fork
as a label, all its life - firefox
« a child inherits the UID: firefox, alice GIUITID
started by alice’s bash, also has UID
1000 ¢ kernel
- the kernel ignores names, it checks the kernel SRR UID 1000 JUID 1001
UID to decide what the process is and decides what each process is allowed to do

allowed to do
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A User Is a Number <4 000000000000000 >

. the kernel checks the label of a process for every action

$ cat ~/notes.txt » cat

buy milk
E1&XJY UID 1000

open("~/notes.txt")

~N-

¢ kernel
is UID 1000 allowed to do this?

~/notes. txt
B alice alice

the process of cat runs under alice, the file belongs to alice

[ alice owns the file ]
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A User Is a Number <4 000000000000000 P>

. the kernel checks the label of a process for every action

$ cat ~/notes.txt » cat
buy milk

$ cat /etc/shadow alice QUK

cat: /etc/shadow: Permission denied
open("/etc/shadow")
~-
¢ kernel
is UID 1000 allowed to do this?
2 /etc/shadow can be read only by root and the group shadow
/etc/shadow
SrW-r----- root shadow

[ X alice may not read it ]
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A User Is a Number

. the kernel checks the label of a process for every action

$ cat ~/notes.txt

buy milk

$ cat /etc/shadow

cat: /etc/shadow: Permission denied

$ kill 812

bash: kill: (812) - Operation not permitted

# not only files: signals, ports below 1024, the clock, mounting disks
... are all checked

< 000000000000000 >

# bash

EY& XY UID 1000

kill(812)

~ -
¢ kernel
is UID 1000 allowed to do this?

7 sshd

root
X not her process
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The Properties of a User

= what the system knows about alice

Property Example
username alice

UID - user ID 1000

full name Alice Smith

primary group (GID) 1000

home directory /home/alice
shell /bin/bash
password a hash, not the password
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The Properties of a User

= what the system knows about alice

Property Example i the UID is what matters

username alsiee the kernel only knows the UID

UID - user ID 1000 the username is for humans, it is translated to
full name Alice Smith the UID by programs

primary group (GID) 1000

home directory /home/alice

shell /bin/bash

password a hash, not the password
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The Properties of a User

= what the system knows about alice

Property Example ] the UID is what matters

username alsiee the kernel only knows the UID

UID - user ID 1000 the username is for humans, it is translated to
full name Alice Smith the UID by programs

primary group (GID) 1000
i two names, one UID

home directory /home/alice

shell BaRYbEER two usernames with the same UID are the
same user for the kernel

password a hash, not the password
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UID Ranges

] most distributions split the UIDs like this

UID Kind Used for Examples

0 4 root the administrator, no restrictions root

1 - 999 # system users services, they cannot log in daemon, www-data, sshd
1000 - ® regular users people alice, bob

65534 © nobody a user that owns nothing nobody
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UID Ranges

] most distributions split the UIDs like this

UID Kind Used for Examples

0 % root the administrator, no restrictions root

1 - 999 # system users services, they cannot log in daemon, www-data, sshd

1000 - ® regular users people alice, bob

65534 © nobody a user that owns nothing nobody

¢ a system user isolates a service

if nginx is hacked, the attacker is www-data, not root
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UID Ranges

] most distributions split the UIDs like this

UID Kind Used for Examples

0 % root the administrator, no restrictions root

1 - 999 # system users services, they cannot log in daemon, www-data, sshd

1000 - ® regular users people alice, bob

65534 © nobody a user that owns nothing nobody

¢ a system user isolates a service

if nginx is hacked, the attacker is www-data, not root

the limits are set in /etc/login.defs (UID MIN, SYS UID MAX,...)
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The Users Database

/etc/passwd and how programs read it
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The Local Users Database

plain text files in /etc, one line for every user

root:x:0:0:root:/root:/bin/bash /etc/passwd
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin « One user on.every]ine
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin . the fields are Separated by 3

nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash
bob:x:1001:1001:Bob Jones,,,:/home/bob:/bin/bash

« (& everyone can read it

/etc/passwd (shortened)
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The Local Users Database <4 0000000000000000000000 b

plain text files in /etc, one line for every user

root:x:0:0:root:/root:/bin/bash & root

always the first line, UID 0

/etc/passwd (shortened)
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The Local Users Database

plain text files in /etc, one line for every user

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

/etc/passwd (shortened)

* system users

UID below 1000, created when a service

is installed

the shell /usr/sbin/nologin refuses to

log in
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The Local Users Database

plain text files in /etc, one line for every user

® regular users

UID from 1000, a home directory in
/home and a real shell

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash
bob:x:1001:1001:Bob Jones,,,:/home/bob:/bin/bash

/etc/passwd (shortened)
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The Local Users Database

plain text files in /etc, one line for every user

root:x:0:0:root:/root:/bin/bash ¢ the name has nothing special

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
sshd:x:110:65534::/run/sshd:/usr/sbin/nologin password was kept in this file
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash

bob:x:1001:1001:Bob Jones,,,:/home/bob:/bin/bash

passwd comes from the time when the

/etc/passwd (shortened)
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/etc/passwd

, the fields of one line

alice:x:1000:1000: Alice Smith,,,:/home/alice: /bin/bash

7 fields, separated by :
$ grep alice /etc/passwd

shows the line of alice
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<1 0000000000000000000000 p

/etc/passwd
©, the fields of one line

alice|: x: 1000 :1000: Alice Smith,,,:/home/alice: /bin/bash

¢, field 1 username

the name used to log in: lowercase letters, digits, - and _
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<1 0000000000000000000000 p

/etc/passwd
©, the fields of one line

alice:[]:l@@@:l@@@: Alice Smith,,,:/home/alice: /bin/bash

@ field 2 password

x - the password is kept in /etc/shadow
in the past, the hash of the password was here
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/etc/passwd

©, the fields of one line

alice: x:

1000

field 3 UID

<1 0000000000000000000000 p

: 1000 : Alice Smith,,,: /home/alice: /bin/bash

the user ID, the only thing the kernel knows

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



/etc/passwd
©, the fields of one line

alice: x:1000:

90 field 4 GID

1000

<1 0000000000000000000000 p

: Alice Smith,,,:/home/alice: /bin/bash

the ID of the primary group of the user
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<1 0000000000000000000000 p

/etc/passwd

2, the fields of one line

Alice Smith,,,

= field 5 GECOS

the full name, then the room, the phone numbers ... separated by ,
the name comes from an old operating system, General Electric Comprehensive OS
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<1 0000000000000000000000 p

/etc/passwd
©, the fields of one line

alice:x:1000:1000: Alice Smith,,,:|/home/alice|: /bin/bash

% field 6 home directory

the current directory after login, ~ and $HOME
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<1 0000000000000000000000 p

/etc/passwd
©, the fields of one line

alice:x:1000:1000: Alice Smith,,,: /home/alice :|/bin/bash

s field 7 shell

the program started after login, /usr/sbin/nologin refuses the login

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



From UID to Name 4 0000000000000000000000 P

£ every program that shows a user name reads /etc/passwd, through the C library

« the kernel gives programs only UIDs: getuid() tells + whoami PO« ccinel

whoami that it runs as UID 1000 you run as
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From UID to Name 4 0000000000000000000000 >

£ every program that shows a user name reads /etc/passwd, through the C library

« the kernel gives programs only UIDs: getuid() tells + whoami ¢ kernel
getuid()

whoami that it runs as UID 1000 you run as

J/ getpwuid(1000)

« to find the name, the program calls a function of the C
library:

» getpwuid(1000) - the user with this UID = Clibrary (libc)
who is UID 1000 ?

» getpwnam("alice") - the user with this name

» getpwent() - all the users, one by one
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From UID to Name 4 0000000000000000000000 >

£ every program that shows a user name reads /etc/passwd, through the C library

the kernel gives programs only UIDs: getuid() tells + whoami ¢ kernel
getuid()

whoami that it runs as UID 1000 you run as

J/ getpwuid(1000)

« to find the name, the program calls a function of the C

library:
» getpwuid(1000) - the user with this UID

» getpwnam("alice") - the user with this name

= C library (libc)
who is UID 1000 ?

reads
» getpwent() - all the users, one by one J’
/etc/passwd

« libc reads /etc/passwd and returns a struct passwd:
name, UID, GID, home, shell

alice:x:1000:1000:..
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From UID to Name 4 0000000000000000000000 >

£ every program that shows a user name reads /etc/passwd, through the C library

the kernel gives programs only UIDs: getuid() tells
whoami that it runs as UID 1000

+ whoami ¢ kernel
getuid()

you run as

« to find the name, the program calls a function of the C
library:

» getpwuid(1000) - the user with this UID ® C library (Libc)
who is UID 1000 ?

J/ getpwuid(1000)

» getpwnam("alice") - the user with this name

res {
» getpwent() - all the users, one by one J/ R
/etc/passwd

« libc reads /etc/passwd and returns a struct passwd:
name, UID, GID, home, shell

alice:x:1000:1000:..

- 1s, ps, id, whoami, the prompt ... all do this, so J/ T

/etc/passwd must be readable by everyone R

alice
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From UID to Name 4 0000000000000000000000 >

£ every program that shows a user name reads /etc/passwd, through the C library

the kernel gives programs only UIDs: getuid() tells + whoami IO« ccrnel
whoami that it runs as UID 1000 you run as

J/ getpwuid(1000)

to find the name, the program calls a function of the C
library:

» getpwuid(1000) - the user with this UID = Clibrary (libc)
who is UID 1000 ?

» getpwnam("alice") - the user with this name

res {
» getpwent() - all the users, one by one J/ R
/etc/passwd

libc reads /etc/passwd and returns a struct passwd:
name, UID, GID, home, shell

alice:x:1000:1000:..
- 1s, ps, id, whoami, the prompt ... all do this, so J/ T

/etc/passwd must be readable by everyone R

. alice
i, never read /etc/passwd directly (grep, cut): the

users may also come from other places
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getent

O get entries: finds a user, wherever it comes from

$ getent passwd alice
alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash

Command Finds

getent passwd alice the user with this name
getent passwd 1000 the user with this UID
getent passwd all the users
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getent

O get entries: finds a user, wherever it comes from

$ getent passwd alice

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash
$ getent passwd 1000

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash

Command Finds

getent passwd alice the user with this name
getent passwd 1000 the user with this UID
getent passwd all the users
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getent

O get entries: finds a user, wherever it comes from

$ getent passwd alice

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash
$ getent passwd 1000

alice:x:1000:1000:Alice Smith,,,:/home/alice:/bin/bash
$ getent passwd

root:x:0:0:root:/root:/bin/bash

bob:x:1001:1001:Bob Jones,,, :/home/bob:/bin/bash

Command Finds

getent passwd alice the user with this name
getent passwd 1000 the user with this UID
getent passwd all the users

{7 the same format as /etc/passwd: use getent in scripts, instead of grep or cut
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Local Password Storage

hashes, salt and /etc/shadow
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The Passwords Database

& /etc/shadow, one line for every user of /etc/passwd

root:!:20737:0:99999:7:::
daemon:*:20737:0:99999:7:::
www-data:*:20737:0:99999:7:::
nobody:*:20737:0:99999:7:::

alice:$y$j9T$Xr3a..$9mQe...: 20737:0:99999:7: ::

bob:$y$jo9T$LpOW..$TZ7k...: 20737:0:99999:7: : :

/etc/shadow (shortened)

INTRODUCTION TO OPERATING SYSTEMS

4 /etc/shadow

« the same users as /etc/passwd, in the
same order

« the hash of the password and when it
expires

« the fields are separated by :
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The Passwords Database <4 00000000000000000000000000000 P

% /etc/shadow, one line for every user of /etc/passwd

root:!:20737:0:99999:7::: & root

I - locked: no password works, use sudo
instead

/etc/shadow (shortened)
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The Passwords Database <4 00000000000000000000000000000 P

W /etc/shadow, one line for every user of /etc/passwd

# system users
daemon:*:20737:0:99999:7:::
www-data:*:20737:0:99999:7: : : * - they never had a password, nobody

nobody:*:20737:0:99999:7: :: canloglnas them

/etc/shadow (shortened)
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The Passwords Database

& /etc/shadow, one line for every user of /etc/passwd

® regular users
the hash of the password, never the

password itself
alice:$y$j9T$Xr3a..$9mQe...: 20737:0:99999:7: ::

bob:$y$jo9T$LpOW..$TZ7k...: 20737:0:99999:7: : :

/etc/shadow (shortened)
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The Passwords Database

& /etc/shadow, one line for every user of /etc/passwd

root:!:20737:0:99999:7: : : 3 only root can read it

daemon:*:20737:0:99999:7:::
www-data:*:20737:0:99999:7: 1 : unlike /etc/passwd, that everyone reads

nobody:*:20737:0:99999:7:::
alice:$y$j9T$Xr3a..$9mQe...: 20737:0:99999:7: ::
bob:$y$jo9T$LpOW..$TZ7k...: 20737:0:99999:7: : :

/etc/shadow (shortened)

$ getent shadow alice # nothing, alice may not read it
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/etc/shadow

, the fields of one line

alice: $y$j9T$Xr3..$9mQ... : 20737 :0:99999: 7 :

& 9 fields, separated by :

the line of alice
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/etC/Shadow <1 0000000000000000000000000O0O0O0O0 P

©, the fields of one line

alice|: $y$j9T$Xr3..$9mQ...: 20737 : 0: 99999 : 7 :

9, field 1 username

the same name as in /etc/passwd
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/etC/ShadOW <1 0000000000000000000000000O0O0O0O0 P

©, the fields of one line

alice:|$y$j9T$Xr3..$9mQ...|: 20737 : 0:99999: 7 :

field 2 password hash

$algorithm$saltshash, $y$ is yescrypt, $6$ is SHA-512

! or * - the account is locked, no password can log in
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/etc/shadow <1 0000000000000000000000000O000O0 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ... :{20737|: 0 : 99999 : 7 :

field 3 last change

the day of the last password change, counted from 1 January 1970: 20737 is 11 October 2026
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/etC/ShadOW <1 0000000000000000000000000O000O0 P>

©, the fields of one line

alice: $y$jOT$Xr3..$9mQ.. : 20737 :[8]: 99999 : 7 :

I field 4 minimum age

days before the password can be changed again
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/etC/Shadow <1 0000000000000000000000000O000O0 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ...: 20737 : 0 :(99999|: 7 :

I field 5 maximum age

days after which the password must be changed, 99999 - never
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/etC/ShadOW <1 00000000000000000000000000000 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ...: 20737 : 0: 99999 :: S

i\ field 6 warning

days before the expiry when the user is warned
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/etC/Shadow <1 00000000000000000000000000000 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ..: 20737 : 0:99999:7 ‘0"

# field 7 inactive

days after the expiry when the account is still usable, empty - no limit
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/etC/Shadow <1 00000000000000000000000000000 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ...: 20737 :0: 99999 : 7 : ‘0"

O field 8 expire date

the day when the account is disabled, empty - never
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/etC/Shadow <1 00000000000000000000000000000 P>

©, the fields of one line

alice: $y$j9T$Xr3..$9mQ...: 20737:0:99999:7: ‘0

@ field 9 reserved

not used
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Storing a Password < 00000000000000000000000000000 P

“ a hash, with salt, in /etc/shadow

w /etc/shadow

[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 :... ]

<
@ hash
of the salt + the password

« the password is never stored, only its hash: a one way function, it cannot be turned back into the password
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Storing a Password < 00000000000000000000000000000 P

“ a hash, with salt, in /etc/shadow

w /etc/shadow

[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 :...

i ~N-
B salt @ hash
random, for every user of the salt + the password

« the password is never stored, only its hash: a one way function, it cannot be turned back into the password

- arandom salt is added to the password before hashing: two users with the same password get different hashes

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Storing a Password < 00000000000000000000000000000 P

“ a hash, with salt, in /etc/shadow

& /etc/shadow

[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 :... ]

L Ay N <

# algorithm fi parameters 8 salt 2 hash
y - yescrypt jOT - the cost random, for every user of the salt + the password

« the password is never stored, only its hash: a one way function, it cannot be turned back into the password
- arandom salt is added to the password before hashing: two users with the same password get different hashes

« the algorithm and its parameters are stored too: they are needed to check the password
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Checking a Password < 00000000000000000000000000000 b

, the hash cannot be reversed, so the password is hashed again and compared

W /etc/shadow
[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 .. ]

#* algorithm, parameters  salt @ stored hash
y joT Xr3aB7tP.. 9mQeT4bW...

n login reads the line of alice from /etc/shadow: the algorithm, the parameters, the salt and the stored hash
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Checking a Password < 00000000000000000000000000000 b

, the hash cannot be reversed, so the password is hashed again and compared

W /etc/shadow
[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 .. ]

y joT Xr3aB7tP.. 9mQeT4bW...

= typed by the user
passl23

#* algorithm, parameters [  salt ] @ stored hash

B hash (yescrypt)

] the typed password is hashed with the same algorithm, parameters and salt
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Checking a Password < 00000000000000000000000000000 b

, the hash cannot be reversed, so the password is hashed again and compared

W /etc/shadow
[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 .. ]

y joT Xr3aB7tP.. 9mQeT4bW...

= typed by the user
passl23

#* algorithm, parameters [  salt ] @ stored hash

hash (yescrypt)

E computed hash
9mQeT4bW...

E the result is a new hash, computed now
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Checking a Password < 00000000000000000000000000000 b

, the hash cannot be reversed, so the password is hashed again and compared

W /etc/shadow
[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 .. ]

#* algorithm, parameters  salt @ stored hash
y joT Xr3aB7tP.. 9mQeT4bW...
= typed by the us
}:;S;ylzgmer @ hash (yescrypt)
S (.
= correc ASSWOT'
9mQeT4bW.. =

the same as the stored hash: the password is correct, without ever storing it
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Checking a Password < 00000000000000000000000000000 b

, the hash cannot be reversed, so the password is hashed again and compared

W /etc/shadow
[ alice:$y$j9T$Xr3aB7tPq2LkV9sD1fGh0I$9mQeT4bW1lsZxH8cDr5Ny2kLpA7uVq30Ew6iFjOgHt1M: 20737 .. ]

#* algorithm, parameters  salt @ stored hash
y joT Xr3aB7tP.. 9mQeT4bW...
= typed by the user
| hash (yescrypt)
passl24 ash (yescrypl)
Zkapoat. (4

-] one wrong letter gives a completely different hash: the password is wrong

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Why /etc/shadow? < 00000000000000000000000000000 D>

& the hashes cannot stay in a file that everyone reads

. /etc/passwd must be readable by = whoami
everyone, for getpwuid getpuuid() 7
Y e v FYETY UID 1000) /etc/passwd

alice: $y$j9T$Xr3a..:1000:1000:..
bob: $y$j9T$LpOW..: 1001:1601:..

© everyone can read it
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Why /etc/shadow? < 00000000000000000000000000000 >

& the hashes cannot stay in a file that everyone reads

. /etc/passwd must be readable by

# whoami
everyone, for getpwuid() getpwuid()
y getp a'Lice /etC/paSSWd
« in the past, the hash was in its second field, alice: $y$j9T$Xr3a.:1000:1000:..
so anyone could copy it « cat bob: $y$j9T$LpOw..: 1001:1001:..
© everyone can read it
bob
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Why /etc/shadow? < 00000000000000000000000000000 >

& the hashes cannot stay in a file that everyone reads

+ /etc/passwd must be readable by % whoami
everyone, for getpwuid getpwuid()
y getp () alice GUETID /etc/passwd
« in the past, the hash was in its second field, alice: $y$]9T§Xr3a.: 1000:1000:..
so anyone could copy it i+ cat bob: $y$j9T$LpOw..: 1001:1001 ...
« the password check works for an attacker — © everyone can read it

too: guess, hash, compare, offline

4 an offline attack, on bob’s own computer

hash(salt + “123456”) = the stolen hash? X

hash(salt + “password”) = the stolen hash? X

hash(salt + “pass123”) = the stolen hash?

millions of tries per second: no log, no delay, no one sees it
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Why /etc/shadow? < 00000000000000000000000000000 >

& the hashes cannot stay in a file that everyone reads

« /etc/passwd must be readable by /etc/passwd
everyone, for getpwuid() # whoami getpwuid() J
alice:x:1000:1000:..
« in the past, the hash was in its second field, /| bob:x:1001:1001:..
so anyone could copy it © everyone can read it
« the password check works for an attacker & cat
too: guess, hash, compare, offline denied o /etc/shadow

« [7 the hashes moved to /etc/shadow, alice: $y$19T$Xr3a.:20737+..

/etc/passwd keeps only an x bob: $y$j9T$LpOW...: 20737 ;...

@ only root can read it
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Why /etc/shadow? < 00000000000000000000000000000 >

& the hashes cannot stay in a file that everyone reads

« /etc/passwd must be readable by /etc/passwd
everyone, for getpwuid() # whoami getpwuid()
alice:x:1000:1000:..
« in the past, the hash was in its second field, /| bob:x:1001:1001:..
so anyone could copy it © everyone can read it
« the password check works for an attacker & cat
too: guess, hash, compare, offline o /etc/shadow
:
« [7 the hashes moved to /etc/shadow, - alice: $y$j9T$Xr3a.:20737:..
checks .
/etc/passwd keeps only an x # login bob: $y$j9T$LpOW...: 20737 ;...
. . @ only root can read it
- only root reads it: login, sudo and root @YD

passwd run as root to check the password
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Groups

rights for several users at once
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Groups and Users

90 a group is a set of users that share the same rights

- every group has a name and a GID Group GID @ alice @ bob 9 carol

alice 1000
bob 1001
carol 1002

students 1100
sudo 27

docker 998

primary group e supplementary group
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Groups and Users

90 a group is a set of users that share the same rights

- every group has a name and a GID Group GID @ alice @ bob 9 carol

- every user has one primary group (the GID in BLiEE 1000
/etc/passwd), usually a group with the same o TEED
name as the user, only for them

carol 1002

students 1100
sudo 27

docker 998

primary group e supplementary group
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Groups and Users

90 a group is a set of users that share the same rights

- every group has a name and a GID Group GID @ alice @ bob 9 carol

- every user has one primary group (the GID in BLiEE 1000
/etc/passwd), usually a group with the same o TEED
name as the user, only for them
carol 1002
« and any number of supplementary groups R G o o
sudo 27 °
docker 998 °

primary group e supplementary group
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/etc/group

the local groups database

students: x:1100:alice,bob

4 fields, separated by :

$ grep students /etc/group # only the local file
$ getent group students # the groups database

& everyone can read it, getent asks the network too, like getent passwd
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<1 000000000 >

/etc/group

i the local groups database

students|: x: 1100 :alice, bob

%, field 1 group name

the name of the group
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<1 000000000 >

/etc/group

i the local groups database

students :@: 1100:alice, bob

@ field 2 password

x - almost never used
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/etc/group

i the local groups database

students: x:

field 3 GID
the group ID, the kernel uses the GID

1100

:alice, bob

<1 000000000 >
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<1 000000000 >

/etc/group

the local groups database

alice, bob

90 field 4 members

the users that have this group as a supplementary group, separated by ,
i the users that have it as primary group are not listed here
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Logging In

how a process gets the label of a user
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Logging In Locally

™ 5 text terminal, /dev/ttyl

[PID 1] systemd user: root
L— [PID 20] agetty ttyl user: root
# prints "login:" and reads the name

% systemd | .| i agetty

root QUL root Q)]

¢ a graphical login (gdm, sddm) and ssh do the same steps

INTRODUCTION TO OPERATING SYSTEMS

< ®€@00000000 P

— the name

agetty waits on the terminal, as root,

for a user name

Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Logging In Locally 4 0000000000 b

™ 5 text terminal, /dev/ttyl

[PID 1] systemd user: root / the password
L— [PID 20] Tlogin alice user: root
# agetty became login (exec) agetty becomes login (exec), still

(AL LR e O root, it asks for the password

w systemd | . # login
root root

¢ a graphical login (gdm, sddm) and ssh do the same steps
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Logging In Locally

™ 5 text terminal, /dev/ttyl

[PID 1] systemd user: root
L— [PID 20] Tlogin alice user: root
# is the password right?
# /etc/passwd - alice, UID 1000
# /etc/shadow - the hash

w systemd | . # login

root QUL root Q)]

/etc/passwd W /etc/shadow

' ¢ a graphical login (gdm, sddm) and ssh do the same steps

< 0000000000 P

the check

login finds alice®, hashes the password
with the salt from /etc/shadow and
compares

*login asks the C library (getpwnam(), getspnam() ), that may also find the users on a network server
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Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Logging In Locally 4 0000000000 b

™ 5 text terminal, /dev/ttyl

[PID 1] systemd user: root the label
L— [PID 20] Tlogin alice user: root
| # fork a child of login sets the GID, the groups
L— [PID 30] 1login user: alice h .
ID of al
# setgid(1000), initgroups() and the U S
# setuid(1000) i\ after setuid it can never go back to
root

w systemd | . # login fork # login

root root EYETY UID 1000

/etc/passwd W /etc/shadow

| ¢ a graphical login (gdm, sddm) and ssh do the same steps
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Logging In Locally 4 0000000000 >

™ 5 text terminal, /dev/ttyl

[PID 1] systemd user: root the shell
L— [PID 20] Tlogin alice user: root
L— [PID 30] bash user: alice it changes to the home directory and runs
# exec /bin/bash in /home/alice the shell from /etc/passwd

# HOME, USER, SHELL are set . ) )
every program alice starts inherits the

label
w systemd | . # login fork # bash

/etc/passwd W /etc/shadow

| ¢ a graphical login (gdm, sddm) and ssh do the same steps
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Where Are the Users? 40000000000 >

/> login asks the C library, the C library knows where to look

£ 3 1ogin | getpwnam("alice") \[ 2 C library (U10e)

(034 UID 0 ’ /l who is alice?

# login does not open the files: it asks the C library for the user
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Where Are the Users? 4 0000000000 >

/> login asks the C library, the C library knows where to look

ﬁlogin | getpwnam("alice") \[ = C library (Libc)
é reads

1 /etc/nsswitch.conf

where to look, and in which order

[] the C library reads /etc/nsswitch.conf: the places where users are kept
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Where Are the Users? 4 eeee000000 >

/> login asks the C library, the C library knows where to look

local files
/etc/passwd, /etc/shadow,
e /etc/group
£ 3 1091“ | getpwnam("alice") \[ 2 C library (U10e)

. P

| (S
=~

é reads

1 /etc/nsswitch.conf

where to look, and in which order

usually the local files first: /etc/passwd, /etc/shadow, /etc/group
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Where Are the Users? 4 eeccccccce >

/> login asks the C library, the C library knows where to look

alice: UID 1000, home, shell

local files
/etc/passwd, /etc/shadow,
e /etc/
¥ 1 WaT 3 ,al etc/group
-3 1091“ | getpwnam("alice") \[ S C library (Libc)
PooT ’ /l who is alice?
P q
; J (2] @ a server in the network
: reads LDAP, Active Directory ...

1 /etc/nsswitch.conf

where to look, and in which order

@ then, in a university or a company, a server in the network that keeps the accounts

¢ id, 1s -1, getent, sudo ... all ask the same C library: they all see the same users
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The root User

the administrator, UID 0
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The root User 4 ©000000000 b
4 the user with the UID 0

« the kernel skips most of the checks for the UID 0
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The root User 4 ©000000000 b
4 the user with the UID 0

« the kernel skips most of the checks for the UID 0
root@laptop:~# cat /etc/shadow

- reads and writes any file, sends signals to any process root:!:20737:0:99999:7:::

root@laptop:~# kill 812
root@laptop:~# rm -rf / # never do this
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The root User 4 ©©00000000 b
4 the user with the UID 0

« the kernel skips most of the checks for the UID 0
root@laptop:~# cat /etc/shadow

- reads and writes any file, sends signals to any process root:!:20737:0:99999:7:::

- installs software, adds users, mounts disks, changes the network root@laptop:~# kill 812
root@laptop:~# rm -rf / # never do this
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The root User

4 the user with the UID 0

« the kernel skips most of the checks for the UID 0

- reads and writes any file, sends signals to any process

- installs software, adds users, mounts disks, changes the network

« its home directory is /root, not /home/root

<4 0000000000 P>

root@laptop:~# cat /etc/shadow
root:!:20737:0:99999:7:::

root@laptop:~# kill 812
root@laptop:~# rm -rf / # never do this
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The root User
4 the user with the UID 0

« the kernel skips most of the checks for the UID 0
root@laptop:~# cat /etc/shadow

- reads and writes any file, sends signals to any process root:!:20737:0:99999:7: ::
- installs software, adds users, mounts disks, changes the network root@laptop:~# kill 812

root@laptop:~# rm -rf / # never do this
« its home directory is /root, not /home/root

i amistake as root can destroy the whole system
i, work as a regular user

become root only when a command needs it
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root Is Just a Name
the kernel checks the UID, not the name

 root is only the name of the UID 0,
the first field of /etc/passwd

root:x:0:0:root:/root:/bin/bash

/etc/passwd

INTRODUCTION TO OPERATING SySTEMS Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



root Is Just a Name
the kernel checks the UID, not the name

admin:x:0:0:root:/root:/bin/bash + it can be renamed: change the name

in /etc/passwd and in /etc/shadow

/etc/passwd
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root Is Just a Name
the kernel checks the UID, not the name

admin:x:0:0:root:/root:/bin/bash + toor -asecond name for UID 0, used

toor:x:0:0:Bourne-again Superuser:/root:/bin/sh on some BSD systems

/etc/passwd
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root Is Just a Name
the kernel checks the UID, not the name

admin:x:0:0:root:/root:/bin/bash + two names, the same user: the kernel

toor:x:0:0:Bourne-again Superuser:/root:/bin/sh sees only 0

i\ do not rename root

/etc/passwd
many programs and scripts expect

the name root
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Becoming root

sudo and su
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sudo Changes the Label

& the same command, under another UID

$ cat /etc/shadow
cat: /etc/shadow: Permission denied

2 cat runs under alice, UID 1000: /etc/shadow can be read only
by root and the group shadow

<1 ®@0@000000000000 P

+ cat

E1&XJY UID 1000

open("/etc/shadow")

~N-

¢ kernel
is UID 1000 allowed to do this?

/etc/shadow

SrW-r----- root shadow

[ X alice may not read it ]
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sudo Changes the Label 4 ©0000000000000 b

& the same command, under another UID

$ cat /etc/shadow % cat
cat: /etc/shadow: Permission denied starts

[ root @D | ’
$ sudo cat /etc/shadow root @YD

7 sudo

root:*:20737:0:99999:7:::

started by alice

open()

4 sudo runs as root, UID 0, and starts cat under the same user:

the kernel allows everything to UID 0

¢ kernel

is UID 0 allowed to do this?

SrW-r----- root shadow

/etc/shadow ’

[ root may do anything ]
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SUdO and Su <1 00000000000000 P

/2 two ways to run commands as root

) sudo - run one command as root

$ sudo dnf install htop
[sudo] password for alice:

- asks for your password
« only the users allowed in /etc/sudoers

- every command is written in a log

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



SUdO and Su <1 00000000000000 P

/2 two ways to run commands as root

¥ sudo - run one command as root & su - switch user, start a shell
$ sudo dnf install htop $ su -
[sudo] password for alice: Password:
- asks for your password « asks for the password of root
« only the users allowed in /etc/sudoers « everyone who uses it must know that
- every command is written in a log password
- nothing tells who became root
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sudo and su

/2 two ways to run commands as root

¥ sudo - run one command as root & su - switch user, start a shell
$ sudo dnf install htop $ su -
[sudo] password for alice: Password:
- asks for your password « asks for the password of root
« only the users allowed in /etc/sudoers . everyone who uses it must know that
- every command is written in a log password
- nothing tells who became root

root may have no password

on some systems (Ubuntu, macOS) it is ! in /etc/shadow, only sudo works
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Who can use sudo < ©0000000000000 b

U a program that decides who may become root

alice@laptop:~$ sudo whoami - 3 sudo whoami » password
[sudo] password for alice:

started by alice of alice

/> sudo asks for the password of alice, not the one of root
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Who can use sudo < 00000000000000 >

U a program that decides who may become root

# sudo whoami » password

started by alice of alice

alice@laptop:~$ sudo whoami
[sudo] password for alice:
root

may alice?

alice may

who may become root

‘ < /etc/sudoers

starts
L

# whoami

/etc/sudoers says who may become root: alice may, so whoami runs as root
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Who can use sudo < 00000000000000 >

U a program that decides who may become root

[sudo] password for alice:
root

alice@laptop:~$ sudo whoami
root

alice@laptop:~$ sudo whoami ‘

# sudo whoami | #ks [ i remembered
started by alice no password

may alice?

/etc/sudoers

who may become root

alice may

starts

-

# whoami

i no password again for the next 5 minutes, in the same terminal
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Who can use sudo < 00000000000000 >

U a program that decides who may become root

alice@laptop:~$ sudo whoami # sudo whoami /» password
[sudo] password for alice: started by bob of bob
root

alice@laptop:~$ sudo whoami may bob?

root

bob@laptop:~$ sudo whoami .

[sudo] password for bob: . /etc/sudoers X bob may not
bob is not in the sudoers file. who may become root

\L refuses

% whoami

never starts

® bob is not in /etc/sudoers: sudo refuses, whoami never starts
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Who can use sudo < 00000000000000 >

U a program that decides who may become root

alice@laptop:~$ sudo whoami # sudo whoami > password
[sudo] password for alice: started by alice of alice
root

alice@laptop:~$ sudo whoami may alice?

root

bob@laptop:~$ sudo whoami .
[sudo] password for bob: 4 /etc/sudoers
bob is not in the sudoers file. who may become root
alice@laptop:~$ sudo journalctl -t sudo writes
alice : TTY=pts/0 ; USER=root ; COMMAND=/usr/bin/whoami starts
alice : TTY=pts/0 ; USER=root ; COMMAND=/usr/bin/whoami )

bob : user NOT in sudoers ; TTY=pts/1l ; USER=root ;

# whoami i the log

Y UID 0 journalctl -t sudo

every attempt is written in the log: who ran what, as whom
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Using sudo

@ the options you will need

Command What it does

sudo command runs command as root

sudo -u bob command runs command as bob

sudo -E command keeps your environment variables (no env_reset), e.g. http_proxy
sudo -i starts a login shell of root: root’s home and variables

sudo -s starts a shell as root, in the current directory

sudo -1 lists the commands you may run

sudo -k forgets the password now, the next sudo asks again

sudo !! runs the previous command again, with sudo (a bash trick)
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The Redirect Trap 4 00000000000000 >

® sudo runs the command, not the whole line

$ sudo echo "192.168.1.20 printer" >> /etc/hosts
bash: /etc/hosts: Permission denied

# bash

opens it for >> ' /etc/hosts
OIb 1000 -rw-r--r-- root root

| % sudo echo ...

1 never starts

_______________

1
: [ X Permission denied ]
1

| ¢ the shell of alice opens the file for >>, before sudo starts: the redirect is not part of the command
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The Redirect Trap

® sudo runs the command, not the whole line

$ sudo echo "192.168.1.20 printer" >> /etc/hosts

bash: /etc/hosts: Permission denied

$ echo "192.168.1.20 printer" | sudo tee -a /etc/hosts
192.168.1.20 printer

i echo & the text, % tee -a
through the pipe

<1 00000000000000 >

writes, appends ' /etc/hosts

EYERY UID 1000 I m

\l/ a copy

™ the terminal

-rw-r--r-- root root

[ the line is added ]

| ¢ tee writes to the file and to the screen, as root; -a appends, like >>
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File Permissions

r, w and x for files and directories
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Who Owns a File?

o, s -1 shows the owner, the group and the permissions

- rw-r----- 1 alice students 1234 Oct 11 09:00 notes.txt

every file has

« one owner (a user) and one group
« three sets of permissions: for the owner, the group and the others
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Who Owns a File? <1 0000000000000000000000000000000000 >

2, 1s -1 shows the owner, the group and the permissions

rw- r-- --- alice| students

9 field 6 owner

the user that owns the file, usually the one that created it
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Who Owns a File? <1 0000000000000000000000000000000000 >

2, 1s -1 shows the owner, the group and the permissions

rw- r-- --- alice

o0 field 7 group

the group of the file, usually the primary group of its creator
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Who Owns a File? <1 0000000000000000000000000000000000 P>

2, 1s -1 shows the owner, the group and the permissions

r----- alice students

@ field 2 u - user, the owner

rw- - alice can read and write
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Who Owns a File? <1 0000000000000000000000000000000000 >

2, 1s -1 shows the owner, the group and the permissions

rw- alice students

¢ field 3 g - group

r-- - the members of students can only read
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Who Owns a File? <4 0000000000000000000000000000000000 P>
2, 1s -1 shows the owner, the group and the permissions

- rw- r--IEI 1 alice students 1234 Oct 11 09:00 notes.txt

$ field 4 o - others

--- - everybody else can do nothing
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r,wand x

LI the same letters, a different meaning for directories

Value For a file For a directory
r - read 4 read the content (cat) list the names inside (1s)
w - write 2 change the content create, delete, rename the files inside
X - execute 1

run it as a program

enter it (cd) and reach the files inside
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r,wand x

LI the same letters, a different meaning for directories

Value For a file For a directory

r - read 4 read the content (cat) list the names inside (1s)
w - write 2 change the content create, delete, rename the files inside
x - execute 1 run it as a program enter it (cd) and reach the files inside

i\ creating, renaming or deleting a file is writing the directory

the names of the files are kept in their directory: with w on a directory you can rename or delete any
file in it, even if it is not yours
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r,wand x

LI the same letters, a different meaning for directories

Value For a file For a directory

r - read 4 read the content (cat) list the names inside (1s)
w - write 2 change the content create, delete, rename the files inside
x - execute 1 run it as a program enter it (cd) and reach the files inside

i\ creating, renaming or deleting a file is writing the directory
the names of the files are kept in their directory: with w on a directory you can rename or delete any
file in it, even if it is not yours

; toreach a file you need x on every directory of its path

cat /home/alice/notes.txt needs x on /, /home and /home/alice
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A Directory Is a List <1 0000000000000000000000000000000000 >

[] a file read by the OS: the list of the files inside

$ 1s -1d project _ _ project the files
drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project

$ 1s -1 project a file, its content is a list of names their content is kept apart
-r--r--r-- 1 alice alice 9 Oct 11 09:00 notes.txt

~r--r--r-- 1 alice alice 58 Oct 11 09:00 report.pdf notes.txt buy milk
report.pdf %PDF-1.7

[] a directory is a file the OS reads: a list of names, each pointing to a file
r reads this list, w changes it, x uses it to reach a file
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A Directory Is a List <1 0000000000000000000000000000000000 P>

[] a file read by the OS: the list of the files inside

$ 1s -1d project

drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project
$ ls -1 project

-r--r--r-- 1 alice alice 9 Oct 11 09:00 notes.txt
-r--r--r-- 1 alice alice 58 Oct 11 09:00 report.pdf
$ mv project/notes.txt project/todo.txt

project

a file, its content is a list of names
todo. txt
report.pdf

the files

their content is kept apart

buy milk
%PDF-1.7

‘. rename - w on the directory: only the name in the list changes, the file is not touched

it is the list that changes

the files are r--r--r--, but alice has w on project
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<1 0000000000000000000000000000000000 P>

A Directory Is a List
[] a file read by the OS: the list of the files inside

$ s -1d project project the files
drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project X .
a file, its content is a list of names their content is kept apart

$ ls -1 project
Firoro 1 alice alice 58 Oct 11 09:00 report.paf todo. txt
< Touen rojectrman e/ oo B report.pdf

+ create - w on the directory: a new name is added to the list

it is the list that changes

the files are r--r--r--, but alice has w on project
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A Directory IS a List <1 0000000000000000000000000000000000 P>

[] a file read by the OS: the list of the files inside

$ s -1d project project the files
drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project . .
$ 1s -1 project a file, its content is a list of names their content is kept apart

-r--r--r-- 1 alice alice 9 Oct 11 09:00 notes.txt A
-r--r--r-- 1 alice alice 58 Oct 11 09:00 report.pdf tOdo'tXt bUy milk
$ mv project/notes.txt project/todo.txt

$ touch project/new.txt 999 t Pd
$ rm project/report.pdf
rm: remove write-protected regular file 'project/report.pdf'? y neW.tXt empty

o delete - w on the directory: the name is removed from the list, even if the file is read only

it is the list that changes

the files are r--r--r--, but alice has w on project

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Which Permissions Apply? < 0000000000000000000000000000000000 P

i1 the kernel checks in order, the first answer yes decides

# cat notes.txt ' notes.txt

SrW-r----- alice students

is it root? yes — ) ] o
itsUID 0 = 07 4 everything is allowed ] rw- r
its =07

( ®read )( m write ]

is it the owner of the file?
. use u: rw-
[ not checked, the answer is already known

is root a member of 'students?
use g: I'--
[ not checked, the answer is already known

use o: - --
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Which Permissions Apply?

<1 0000000000000000000000000000000000 P>

i1 the kernel checks in order, the first answer yes decides

# cat notes.txt

E1&XJY UID 1000

is it root?
its UID 1000 =0 ?

L

—/

# everything is allowed

'notes.txt
alice students

( ®read )( m write ]

is it the owner of the file?

use u: 'w-
its UID 1000 = 1000, the UID of alice ?

is alice a member of 'students?
use g: I'--
[ not checked, the answer is already known

use o: - --
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Which Permissions Apply? < 0000000000000000000000000000000000 >

i1 the kernel checks in order, the first answer yes decides

# cat notes.txt notes. txt
SrW-F----- alice students
[ isit root? ] r--

its UID 16001 =07

r nO\L \ ( @ read ) X write ]

is it the owner of the file?
its UID 1001 = 1000, the UID of alice ?

no, |
es

is bob a member of students? Y : [

use g: IN-- ]
the groups of bob: bob students
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Which Permissions Apply? < 0000000000000000000000000000000000 P

i1 the kernel checks in order, the first answer yes decides

# cat notes.txt notes.txt

[E1 % UID 1002 SIW-F----- alice students

is it root? " r- -E]

its UID 1002 = 0 ?

r no\l{ \ [ X read J( X write ]

is it the owner of the file?
its UID 1002 = 1000, the UID of alice ?

L

is carol a member of students?

the groups of carol: carol docker
I
[ use o: - - - ]
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Which Permissions Apply? < 0000000000000000000000000000000000 >

i1 the kernel checks in order, the first answer yes decides

# cat notes.txt notes.txt

[E1 % UID 1002 SrW-r----- alice students

is it root? " r- -E]

its UID 1002 = 0 ?

r no\l{ \ [ X read J( X write ]

is it the owner of the file?
its UID 1002 = 1000, the UID of alice ?

no\l/ i\ only one set is used

is carol a member of students?

with - - - - rw- - - - the owner can do nothing,

| the groups of GaRol: carol docker | even if the group can: the owner already got yes

ol
[ o)
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Directories in Practice <1 0000000000000000000000000000000000 P>

r lists, x enters

$1s -1 ~
drwx------ 2 alice alice 4096 Oct 11 09:00 box — box drwx------
d--X------ 2 alice alice 4096 Oct 11 09:00 noread | L— > notes.txt
dr-------- 2 alice alice 4096 Oct 11 09:00 noenter — noread d--X------

| L—  secret.txt
L— ~ noenter dr--------
L—  secret.txt

three directories of alice, with different

permissions for her

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Directories in Practice <1 0000000000000000000000000000000000 P>

r lists, x enters

$1s -1 ~
drwx------ 2 alice alice 4096 Oct 11 09:00 box F— = box drwx------
d--X------ 2 alice alice 4096 Oct 11 09:00 noread | L— | notes.txt
dr-------- 2 alice alice 4096 Oct 11 09:00 noenter — noread d--x------
$ 1s noread | L—  secret.txt

1ls: cannot open directory 'noread': Permission denied L noenter dr--------

L— - secret.txt

& noread has no r: the names cannot be
listed
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Directories in Practice <1 0000000000000000000000000000000000 P>

r lists, x enters

$1ls -1 -

drwx------ 2 alice alice 4696 Oct 11 09:00 box — = box drwx------
I 2 alice alice 4096 Oct 11 09:00 noread | —  notes.txt
dr-------- 2 alice alice 4096 Oct 11 09:00 noenter — noread d--x------
$ 1s noread | L— ) secret.txt

ls: cannot open directory 'noread': Permission denied L noenter dr--------
$ cat noread/secret.txt L secret.txt
hello

/2 but it has x: a file whose name you
know can still be opened
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Directories in Practice < 0000000000000000000000000000000000 P>

r lists, x enters

$1ls -1

drwx------ 2 alice alice 4096 Oct 11 09:00 box
d--X------ 2 alice alice 4096 Oct 11 09:00 noread
dr-------- 2 alice alice 4096 Oct 11 09:00 noenter

$ 1s noread

1ls: cannot open directory 'noread': Permission denied

$ cat noread/secret.txt

hello

$ 1ls noenter

1s: cannot access 'noenter/secret.txt': Permission denied
secret.txt

F— = box drwx------

| L— | notes.txt

F— = noread d--x------

| L—  secret.txt

L— + noenter dr--------
L— = secret.txt

<« noenter has r without x: the names are
listed, but nothing more
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Directories in Practice <1 0000000000000000000000000000000000 P>

r lists, x enters

$1ls -1

drwx------ 2 alice alice 4096 Oct 11 09:00 box
d--X------ 2 alice alice 4096 Oct 11 09:00 noread
dr-------- 2 alice alice 4096 Oct 11 09:00 noenter

$ 1s noread

1ls: cannot open directory 'noread': Permission denied

$ cat noread/secret.txt

hello

$ 1ls noenter

1s: cannot access 'noenter/secret.txt': Permission denied
secret.txt

$ cd noenter

bash: cd: noenter: Permission denied

F— = box drwx------

| L— | notes.txt

F— = noread d--x------

| L—  secret.txt

L— + noenter dr--------
L—  secret.txt

B without x: the directory cannot be
entered
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0000000000000 000000000000000000000
chmod < >

“.. change the permissions, only the owner (or root) can do it

™ with letters

who u g o a (all)
how + add, - remove, = set

what r w x

$ chmod u+x script.sh

$ chmod g+w,0-r notes.txt
$ chmod a=r readme.txt

$ chmod -R g+rX project/
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chmod

“.. change the permissions, only the owner (or root) can do it

] with letters ] with numbers (octal)

who u g o a (all) r=4,w=2 x =1, add them for u, g, o

how + add, - remove, = set
rw- r-- ---

4+2=6 4=4 0

what r w x

$ chmod u+x script.sh

$ chmod g+w,0-r notes.txt
$ chmod a=r readme.txt

$ chmod -R g+rX project/

$ chmod 640 notes.txt
$ chmod 755 script.sh
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umask

#: the permissions that new files do not get

$ umask
0022

& inherited

#: a mask, not a permission

umask lists the bits that are removed from
every new file

022 - remove w for the group and for the others

every process has a umask, inherited from its parent, usually 022 (002 on some systems)
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<1 0000000000000000000000000000000000 P
umask

#: the permissions that new files do not get

$ umask a new file

0022 the program asks for rw- rw- rw- 666
$ touch notes.txt

$ 1s -1 notes.txt - umask removes --- -w- -w- 022
-rw-r--r-- 1 alice alice 0 Oct 11 09:00 notes.txt the result rw- r-- r-- 644

a new file is never executable

programs create files with rw-rw-rw- (666), the umask only removes bits
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<1 0000000000000000000000000000000000 P
umask

#: the permissions that new files do not get

$ umask a new directory

0022 the program asks for rwx rwx rwx 777
$ touch notes.txt

$ 1s -1 notes.txt — umask removes - -W- -wW- 022
-rw-r--r-- 1 alice alice 0 Oct 11 09:00 notes.txt the result FWX F-X -X 755

$ mkdir project
$ ls -1d project
drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project

a new directory gets x

directories are created with rwxrwxrwx (777): they need x to be entered
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<1 0000000000000000000000000000000000 P
umask

#: the permissions that new files do not get

$ umask Wlth umask 077

0022

T the program asks for rw- rw- rw- 666
$ 1s -1 notes.txt - umask removes --- rwx rwx 077
-rw-r--r-- 1 alice alice 0 Oct 11 09:00 notes.txt

$ mkdir project the result rw- --- --- 600
$ ls -1d project

drwxr-xr-x 2 alice alice 4096 Oct 11 09:00 project
$ umask 077

$ touch secret.txt

$ 1s -1 secret.txt

STW- - - 1 alice alice 0 Oct 11 09:00 secret.txt

& private by default

umask 077:nobody else can read the new files, put it in ~/.bashrc to keep it
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chown and chgr‘p <1 0000000000000000000000000000000000 p

change the owner and the group

$ sudo chown bob notes.txt + the owner becomes bob
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chown and chgrp 41 0000000000000000000000000000000000 >

5] change the owner and the group

$ sudo chown bob notes.txt « the owner and the group, user:group

$ sudo chown bob:students notes.txt
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chown and chgr‘p <1 0000000000000000000000000000000000 >

5] change the owner and the group

e — « only the group, the owner may do it, if they are a

$ sudo chown bob:students notes.txt member of the new group
$ chgrp students notes.txt
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chown and chgrp 4 0000000000000000000000000000000000 >
5] change the owner and the group

§ sudo chown bob notes. txt - only root can give a file to another user

$ sudo chown bob:students notes.txt

$ chgrp students notes.txt

$ chown carol notes.txt

chown: changing ownership of 'notes.txt': Operation
not permitted

¢ why only root?

otherwise, anyone could fill the disk quota of
another user, or hide what they did
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Special Permissions

setuid, setgid and the sticky bit
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Special Permissions

three more bits, shown in place of an x

1s -1 shows therights are On a file On a directory

o osetuid  -rwSr-xXr-x -rwXr-xXr-X+setuid runsasthe owner of the file,
/usr/bin/passwd not as the user who starts it
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Special Permissions

three more bits, shown in place of an x

1s -1 shows therights are On a file On a directory

s setuid  -rwSr-Xr-x -rwXr-xXr-x+setuid runsasthe owner of the file,
/usr/bin/passwd not as the user who starts it

g0 setgid drwxrwsr-x drwxrwxr-Xx +setgid runs with the group of the the new files get the group of
/srv/project file the directory, not of their

creator

INTRODUCTION TO OPERATING SySTEMS Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Special Permissions

three more bits, shown in place of an x

1s -1 shows the rights are

On a file

On a directory

~ setuid

00 setgid

# sticky

-rWSr-Xr-xX -rwXr-Xr-X +setuid
/usr/bin/passwd
drwxrwsr-x drwxrwXxr-Xx + setgid

/srv/project

drwxrwxrwt
/tmp

drwx rwxrwx + sticky

runs as the owner of the file,
not as the user who starts it

runs with the group of the
file

the new files get the group of
the directory, not of their
creator

in a directory everyone can
write, you can delete or
rename only your own files
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Special Permissions

three more bits, shown in place of an x

1s -1 shows the rights are

On a file

On a directory

~ setuid

00 setgid

# sticky

-rwWSr-Xr-x -rwXr-Xr-X + setuid
/usr/bin/passwd
drwxrwsr-x drwxrwXxr-Xx + setgid

/srv/project

drwxrwxrwt
/tmp

drwx rwxrwx + sticky

runs as the owner of the file,
not as the user who starts it

runs with the group of the
file

the new files get the group of
the directory, not of their
creator

in a directory everyone can
write, you can delete or
rename only your own files

¢ acapital S or T: the bit is set, but the x under it is not

-rwSr--r--

means

INTRODUCTION TO OPERATING SYSTEMS

-FW=r--r-- +setuid

drwxrwxrwT means drwXrwxrw= + sticky
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setuid at Work <4 ©©0000000000000000 P

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$

7 bash

E1&XJY UID 1000

alice has a shell, bash, that runs as her
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setuid at Work <4 ©0000000000000000 b

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

bash reads

* pas 1le P

) ~thefile 1 /usr/bin/passwd
FYETSY UID 1000 -rwsr-xr-x root root

she types passwd: bash reads the program file /usr/bin/passwd
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setuid at Work <4 00000000000000000 P

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

reads 7 passwd
7 bash ; . :
* thefile [ /usr/bin/passwd | ° % o
PSETSY UID 1000 -rwsr-xr-x root root hooL -UID J

started by alice

~ the file belongs to root and has the s bit: the new process runs as root
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setuid at Work <4 00000000000000000 P

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

reads 3 passwd
# bash the file : s:as root writes
_____________ /usr/bin/passwd & /etc/shadow
alice (GRETID -rwsr-xr-x root root root CrWel----- root shadow

started by alice

# as root, passwd may write her new hash in /etc/shadow
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setuid at Work <4 00000000000000000 P

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

reads # passwd
# bash the file : s:as root writes
_____________ /usr/bin/passwd & /etc/shadow
alice (URETIN) -rwsr-xr-x root root root CrWel----- root shadow

started by alice

alice@laptop:~$

7 bash

E1&XJY UID 1000

the same shell of alice
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SetUid at Work <1 00000000000000000 P

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

+ bash reads % passwd
thefile 1 /usr/bin/passwd | °*° T writes & /etc/shadow
alice (URETIN) -rwsr-xr-x root root root CrWel----- root shadow

started by alice

alice@laptop:~$ sudo cat /etc/shadow

bash reads

& bas . .

3 ~thefile 1 /usr/bin/sudo
FYETSX UID 1000 -rwsr-xr-x root root

~ she types sudo cat /etc/shadow: bash reads /usr/bin/sudo
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SetUid at Work <1 00000000000000000 D

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

reads # passwd
# bash the file : s:as root writes
_____________ /usr/bin/passwd & /etc/shadow
alice (URETIN) -rwsr-xr-x root root root CrWel----- root shadow

started by alice

alice@laptop:~$ sudo cat /etc/shadow

bash reads 7% sudo
& bas . :
# ~thefile 1 usr/bin/sudo | °0 "0t
PSETSY UID 1000 -rwsr-xr-x root root m

started by alice

) /usr/bin/sudo is setuid root too: sudo runs as root
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setuid at Work <4 00000000000000000 >

~ the s bit (setuid): the program runs as its owner, not as the user who starts it

alice@laptop:~$ passwd

reads # passwd
# bash the file : s:as root writes
_____________ /usr/bin/passwd & /etc/shadow
alice (URETIN) -rwsr-xr-x root root root CrWel----- root shadow

started by alice

alice@laptop:~$ sudo cat /etc/shadow

reads # sudo # cat
# bash he fil . s:as root :
~RETy B fust/bin/sudo « am
alice (GRETID -rwsr-xr-x root root TEGELID 0 —

started by alice cat /etc/shadow

sudo checks /etc/sudoers and alice’s password, then starts cat /etc/shadow as root
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DO Not Use +S <1 00000000000000000 P>

-+ a setuid root program is very dangerous

«« never add +s to a program of root -

it runs as its owner, root, for everyone: one bug, and anyone becomes root
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DO Not Use +S <1 00000000000000000 >

-+ a setuid root program is very dangerous

«« never add +s to a program of root -

it runs as its owner, root, for everyone: one bug, and anyone becomes root

-rwsr-xr-x root root /usr/bin/bash

° .
¢ a setuid bash: every user gets a root shell
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DO Not Use +S <1 00000000000000000 >

-+ a setuid root program is very dangerous

«« never add +s to a program of root -

it runs as its owner, root, for everyone: one bug, and anyone becomes root

-rwsr-xr-x root root /usr/bin/bash

° .
¢ a setuid bash: every user gets a root shell

leave the s bit to the programs made for it: sudo, passwd, su

on your program it is risky too: whoever runs it acts as you, with your files
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Everything Is a File 41 00000000000000000 >

= data, settings, programs and devices: every right is a right on a file

/home/alice/notes.txt
_read data r )
/( SrW-r----- alice students

# change a setting W — /etc/hosts

-rw-r--r-- root root

» Iun a program X > /us r/bln/apt

-rwxr-xr-x root root

4 runas root § —————— /usr/bin/sudo

-rwsr-xr-x root root

e a4 /dev/ttyU§B0
\‘ crw-rw---- root dialout
o deletein /tmp t

drwxrwxrwt root root

% a process

E1&XLY UID 1000

¢ kernel
checksr w x s t

. aplain Linux system has no other privileges

every right is one of @@@ on a file 4 only root skips the checks
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The Label of a Process

the credentials that the kernel checks
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The Credentials of a Process
= an ID card that the kernel keeps for every process

« real UID - the user who started the process

real effective saved

1000
UID
alice
1000
GID
alice

groups

@ real: who you are - whoami and id read the UIDs, the programs use the real one to know who started
them
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The Credentials of a Process
= an ID card that the kernel keeps for every process

« real UID - the user who started the process

. real effective saved
. effective UID - the one the kernel checks 1060
UID
1000
GID
alice

groups

o, effective: what you may do - the kernel compares it with the owner of a file
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The Credentials of a Process
= an ID card that the kernel keeps for every process

« real UID - the user who started the process

. real effective saved
. effective UID - the one the kernel checks :

o 1000
« saved UID - a spare copy of the effective one alice

1000
GID
alice

groups

14 saved: lets a program put its rights aside for a while and take them back later
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The Credentials of a Process
= an ID card that the kernel keeps for every process

« real UID - the user who started the process

real effective saved

- effective UID - the one the kernel checks
UID
« saved UID - a spare copy of the effective one

« the same three for the GID, and the o
supplementary groups groups

00 the groups of alice: sudo (27), alice (1000) and students (1100); a 4™ UID and GID, for the file system,
always follow the effective ones
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The Credentials of a Process 4 00000000000000000 b

= an ID card that the kernel keeps for every process

« real UID - the user who started the process # passwd

. real effective saved real effective saved

« effective UID - the one the kernel checks ... [1000 ’ 1000 | 1000 ’ ... [1000 ) )
« saved UID - a spare copy of the effective one b ittt alftse b Lo foef

1000 || 1000 || 1000 . 1000 || 1000 || 1000

- the same three for the GID, and the GID ) ) : GID ) ) )
alice alice alice alice alice alice

supplementary groups oo @) @010 | o (22)(1000) (100)

usually all the same, but not always

~ passwd has the setuid bit: its effective and saved UID are the owner of the file, root
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Seeing the Credentials

<« ps and /proc show the ID card of any process

$ ps -0 pid,ruser,euser,suser,comm -p $$
PID RUSER EUSER SUSER COMMAND
4242 alice alice alice bash

. $$ is the PID of the shell itself: all three UIDs are alice

INTRODUCTION TO OPERATING SYSTEMS

. ruser, euser, suser - the real, effective and
saved user
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Seeing the Credentials

<« ps and /proc show the ID card of any process

) . ruser, euser, suser - the real, effective and
$ ps -0 pid,ruser,euser,suser,comm -p $$
PID RUSER EUSER SUSER COMMAND saved user
4242 alice alice alice bash . .
$ grep -E '~(Uid|Gid|Groups):' /proc/$$/status « /proc/<PID>/status: Uid: and Gid: are
uid: 10006 1600 1000 1600 real, effective, saved, file system
Gid: 1000 1000 1000 1000

Groups: 27 1000 1100 « Groups: - the supplementary groups

. everyone may read the status file of any process; the 4™ number is the file system UID or GID
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Seeing the Credentials

<« ps and /proc show the ID card of any process

$ ps -0 pid,ruser,euser,suser,comm -p $$

PID RUSER EUSER SUSER COMMAND

4242 alice alice alice bash
$ grep -E '~(Uid|Gid|Groups):' /proc/$$/status

Uid:
Gid:

1000 1000 1000 1000
1000 1000 1000 1000

Groups: 27 1000 1160
$ ps -o pid,ruser,euser,suser,comm -C passwd

PID RUSER EUSER SUSER COMMAND

4250 alice root root passwd

ruser, euser, suser - the real, effective and
saved user

/proc/<PID>/status: Uid: and Gid: are

real, effective, saved, file system
Groups: - the supplementary groups

-C passwd - the processes of the command

passwd, started by alice in another terminal

. passwd runs as root (effective), but the kernel still knows that alice started it (real)

INTRODUCTION TO OPERATING SYSTEMS
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Which Credentials Are Checked 1 00000000000000000 >

<, it depends on what the process asks for

. ' open a file - the effective UID and GIDs, against the
owner and group of the file real effective saved

1000
UID
alice

open("/etc/shadow")

¢ kernel

effective UID =
the owner of the file?

/etc/shadow

SrW-r----- root shadow

[ X 1000 is not root |

. cat runs as alice, /etc/shadow belongs to root

INTRODUCTION TO OPERATING SYSTEMS ~ Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



Which Credentials Are Checked 1 00000000000000000 D>

<, it depends on what the process asks for

. ' open a file - the effective UID and GIDs, against the

owner and group of the file real effective saved
- ¢ send a signal - the real or effective UID of the sender, UID 1060 || 1000
against the real or saved UID of the target alice alice
kill(4250)

¢ kernel
sender real or effective =
target real or saved?

real effective saved

1000
UID
alice root

| 1000 started it l

. alice may stop the passwd she started, even if it runs as root: its real UID is hers
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Which Credentials Are Checked 1 00000000000000000 D>

<, it depends on what the process asks for

. ' open a file - the effective UID and GIDs, against the

owner and group of the file real effective saved
- ¢ send a signal - the real or effective UID of the sender, UID 1061 || 1661
against the real or saved UID of the target bob bob
kill(4250)

¢ kernel
sender real or effective =
target real or saved?

rea effective saved

al
1000 0
UID
alice root

[ X 1001 did not start it |

. bob may not: none of his UIDs is a UID of that passwd
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Which Credentials Are Checked 1 00000000000000000 D>

<, it depends on what the process asks for

. ' open a file - the effective UID and GIDs, against the

# python3
owner and group of the file

real effective saved
- ¢ send a signal - the real or effective UID of the sender, UID 1006 || 1000 || 1060
against the real or saved UID of the target alice alice alice
setuid(0)

« [ change its own UIDs - only to a UID it already has
¢ kernel
« i only an effective UID 0 may take any UID is 0 one of
its three UIDs?

. aprocess cannot make itself root

INTRODUCTION TO OPERATING SySTEMS Copyright (C) 2026 Wyliodrin & Politehnica Bucharest, CC-BY-SA 4.0



HOW the Label Changes <1 00000000000000000 D>

¢ a process gets its label from its parent

real effective saved fork() real effective saved _ .
.,[ 1000 (10600 (1600 || .| (1600|1600 ’ 1000 ’ o the child gets a copy
alice alice alice alice alice alice
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How the Label Changes

¢ a process gets its label from its parent

% bash
real effective saved
1000 || 1000 || 1000
UID
alice alice alice
1000 || 1000 || 1000
UID
alice alice alice

fork()

exec("ls")

real effective saved
1000 || 1000 || 1000
UID
alice alice alice
1000 || 1000 || 1000
UID
alice alice alice

INTRODUCTION TO OPERATING SYSTEMS

<1 00000000000000000 >

& the child gets a copy

= a regular program: nothing changes
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How the Label Changes

¢ a process gets its label from its parent

UID

real effective saved
1000 || 1000 || 1000
alice alice alice

. J

UID

1000

alice

1000

alice

1000

alice

. J

UID

1000

alice

1000

alice

1000
alice

fork()

exec("ls")

exec("passwd")

_

UID

real effective saved
1000 || 1000 || 1000
alice alice alice

INTRODUCTION TO OPERATING SYSTEMS

<1 00000000000000000 >

& the child gets a copy

= a regular program: nothing changes

~ a setuid file: effective and saved

become the owner of the file, root
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HOW the Label Changes <1 00000000000000000 >

¢ a process gets its label from its parent

____sbash |
real effective saved fork() real effective saved _ .
.,[1000|(1600 |(1600 || .| (1600 | 1000 |( 1600 ||  thechildgetsacopy
alice alice alice alice alice alice

.
-
.

5 1

exec("ls")

i 1000 || 1000 || 1000 i 1000 || 1000 || 1000 = a regular program: nothing changes
_—

alice alice alice alice alice alice

.
-
.

passwd

i

1000 1000 1000 exec("passwd") 1000 0 0 ~ a setuid file: effective and saved
UID — s> | up become the owner of the file, root

alice alice alice alice root root

.
-
.

-

% Login

- ~ ~ ~ setuid(1000) & only root may: all the UIDs change,

0 0 0 1000 |( 1000 |[ 1000 oy R &
uID — > | UD this is how login, su and sudo work
root | root | root alice alice alice

i, after setuid(1000) no UID is 0 any more: the process can never go back to root
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The Prompt

who am I?
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1="\u@\h:\w\$

alice@laptop:~/Movies$

Escape Meaning alice root
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1="\u@\h: '

alice

Escape Meaning alice root

\u the user alice root
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1=""u@\h: '

laptop

Escape Meaning alice root
\u the user alice root
\h the host name laptop laptop
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1=""\u@\h:\w '

~/Movies

Escape Meaning alice root
\u the user alice root
\h the host name laptop laptop
\w the current directory ~/Movies /etc
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1="‘u@\h:\w\$ '

Escape Meaning alice root
\u the user alice root
\h the host name laptop laptop
\w the current directory ~/Movies /etc
\$ $ for users, # for UID 0 $ #
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How the Prompt Shows the User

bash builds the prompt from the variable PS1

PS1="\u@\h:\w\$

alice@laptop:~/Movies$

root@laptop:/etc#
Escape Meaning alice root
\u the user alice root
\h the host name laptop laptop
\w the current directory ~/Movies /etc
\$ $ for users, # for UID 0 $ #
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Do Not Trust the Prompt 4000000000000

& the prompt is just text, any user can change it

aliceglaptop:~§ PSi=' root@laptop:—# « alice sets her prompt to look like root
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Do Not Trust the Prompt

#: the prompt is just text, any user can change it

alice@laptop:~$ PS1='root@laptop:~# '
root@laptop:~# whoami
alice

INTRODUCTION TO OPERATING SYSTEMS

<4 000000000000

whoami asks the kernel: the shell runs as alice

ask the kernel

whoami and id show the real label of the

process
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< 000000000000

Do Not Trust the Prompt

& the prompt is just text, any user can change it

aliceglaptop:~§ PSi=' root@laptop:—# « id shows the whole label: UID, GID and groups
root@laptop:~# whoami

alice ) ask the kernel
root@laptop:~# id
id=1000 (ali id=1000 (ali =1000(ali ) .
i (alice) gi (alice) groups el whoami and id show the real label of the
process
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Do Not Trust the Prompt 4000000000000

& the prompt is just text, any user can change it

aliceglaptop:~§ PSi=' root@laptop:—# « the kernel still checks the UID: alice is not

root@laptop:~# whoami root

alice

root@laptop:~# id

uid=1000(alice) gid=1000(alice) groups=1000(alice) ask the kernel

root@laptop:~# cat /etc/shadow

cat: /etc/shadow: Permission denied whoami and id show the real label of the
process
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We talked about

» Users

+ The Users Database

« Local Password Storage
« Groups

» Logging In

« The root User

» Becoming root

« File Permissions

« Special Permissions

« The Label of a Process
« The Prompt

INTRODUCTION TO OPERATING SYSTEMS
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